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(%)

1 [-180,000; 
-30,000] A 1 [0; 100] A

2 [-105,000; 
-30,000] A 2 [50; 100] A

3 [-68,000; 
-30,000] A 3 [75; 100] A

4 [-49,000; 
-30,000] B 4 [88; 100] B

5 [-49,000; 
-40,000] B 5 [88; 94] A

[-49,000; 
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Riskit ( )
Riskit

(
)

3
( )

1
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2

3

SEU SEU SEU
1 0.98 0.12 0.118 0.98 0.17 0.167 0.98 0.24 0.235

2 0.88 0.06 0.053 0.76 0.06 0.046 0.89 0.16 0.142

3 0.11 0.06 0.006 0.13 0.06 0.009 0.45 0.16 0.072

4 0.99 0.39 0.386 0.99 0.45 0.446 0.99 0.42 0.416

5 0.96 0.17 0.163 0.92 0.27 0.248 0.95 0.33 0.314

6 0.66 0.21 0.139 0.61 0.30 0.183 0.83 0.36 0.299

7 0.02 0.17 0.003 0.02 0.27 0.005 0.03 0.33 0.010

8 0.03 0.14 0.004 0.04 0.24 0.010 0.05 0.28 0.001

9 0.06 0.13 0.008 0.13 0.21 0.027 0.11 0.25 0.028
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Developing a Risk Measurement Framework 
for Hospital Information Security Management

Chi-Chang Chang1*,  Pei-Ran Sun2,  Gin-Den Chen3  

Abstract
The purpose of this study was to develop a hospital information security risk 

framework,  improve sensitivity toward organizational risk, and improve decision making. 
This study adopted the ISO17799, which has ten controls items, for risk management. 
To ensure that the proposed framework was feasible, we conducted a field study to 
investigate the risk to identification, analyses, measurement and control, respectively. 
We found that the analysis was in agreement with previous studies and that there was a 
great diversity in human decision behavior and uncertainty in risky environments. Thus, 
the proposed framework was able to elicit the real risk attitude of each stakeholder more 
accurately than the Riskit model. A review of risk experience was able to show clearly 
the potential incident through its investigation into the risk cognition of stakeholders more 
in detail. Furthermore, using this study, we were not only able to identify potential risk 
incident utilizing a non-parameter method, but also were also able to access risk and 
control losses. We concluded that the proposed framework can reduce information security 
risk about by considering stakeholders’ decision positions and behavior attribute and 
providing decision makers the effective support need for quality decision making. Finally, 
the implications of the research findings can be used to investigate similar at risk decision 
making issues.

Keywords: Hospital Information Security Risk Management, Non-expected Utility Theory, 
ISO17799, Riskit Model, Non-parameter Method
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